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(57) Abstract 

A computer implemented method, uniquely programmed computer system, and article of manufacture embodying a computer readable 
rroaam S ST, ustc^Mwan external network (310) to initiate an authorized business transacaonutil^mg internal busuiess 
a^mSTrwork (320) without violating security firewalls (300). Specifically, the method du^ an mtemal computer 
£ste^20)w aUow animal computer system (310) to initiate a transaction request (2) using internal resources (330) without violating 
f se^n^ Lwaimoo) between the internal computer system (320) and the external computer system (310). The method includes a 
So StS a^on initiated by the internal computer system (320) between the internal computer system ^(320) and 
Tt «temal cornPuSte^ i(310). thereby establishing an authenticated connection. The second step includes calling by the external 
!™£??v S tem a 7mV numctoo request (2) received by the external computer system (310). In response to calling the transaction 
£5 ^^^SSS^SK 8 external computer system (310% string comprising ft. ™^^< 2 ^^^ 
Crdmocess environment variables for executing the transaction request (2). The fourth step includes transm.rt.ng by the extern^ computer 
Sfte^0)X™g ^ tatemaTcomputer system (320) through the authenticated connection. The fifth step includes venfymg , by Ute 
vam rom me transaction request (2). The sixth step includes recreating by the internal computer system (320) the 
3*2 ffJE?i£3^ ™*i b * compter system (320) the transaction request (2). thereby 



original process 
generating an output. 
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tf— K24, TfxV 2 6 . StfX L°-*l 2 8 (iZL— +f rt<=i > t° 

• *>X^AIcft?F£fr : 5c££pT#g|--r<S, 0 iHt7$*^$ 3 4 Z(D=i 

ftm^Zo tV X^Lx-f ■ T&Z?$ 3 6 (i N C©a>ta-^ ■ v^fAirf-f 
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4 5 OlZfclvC* 4 3 O T:MS^ LT l^-STO h"9""T K • "X— 1 2 |Z 

77>r rot- ju3 oo*a^T**M«:«i«i3— ;u**^f So 

■O+M K ■ 7 s — ^E>3 2 2X1/7^ K ■ x— ^E>3 1 2A<««Lfc«fe 

, >f>^h < -f- : E>3 2 2SU:7^ 

h-y-^T K • 1 2liffiEI=ajEI=raL#(fftliftibfcl\, ^ft^fr? 

^>^h*-f- : E>3 2 2lt SttO^'fA^^^^ttJRfifcfe 

<< K ■ x— ^E>3 2 2i: < kot4^.bW:5''f^$ ^totftKDSX? 

<bL. LT, 4 3 1 l:J3l\t, -tOMSS^CfcEliE;* h 'J >^£-T >1M K • 
x— ^E>3 2 2IC3MS0 TIHOCSIfl*. SX^/U^-h^^-CAX^^^ 
totT^I/tS^n-b^^t. C(D"create_auth"zi— KI4 3O0>7— 4f 
i>>h^I<!:tl)o ftib©7-^i> > h<D*0>®1 ( 
BP*. auth_time) T'fey. -t<D«2 K (IP** "cred") T?fcy* * 

irt create_auth (time_t, char * cred * p) 
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char buf[9] /* -WW^^t */ 
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int i ; 

bzero (buf, sizeof (buf )); /* M y y ? £ % U T T 

-5 */ 

strcpy (buf, cred); /* /U7-l«'|;ty77l:n 

— h* T % */ 

for (i = 0;1 < 8;i++ { 

buf[i] "= (auth_time & 0177); /* $ j 1*7.9 

>y^mmm^ and m^kz^x. 
a* * yyzmiET & */ 

auth_time >>=4; /* ^-f AX^>7^K'y h# 

te^iij-r?. */ 

{ 

for (i = 0;1 < 8;i++) 

if (buffi] == 0) /* GMX^X V V >^«*;i/ 

•r ^ t cd * ;v & i tsit 
& */ 

buf[i] =1; 
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strcrp (p, cryt (buf, " aa° ) + 2); /* * — £Dtt*> 

a a 5 ) ««J<D 2 
& X 3r y ~7 T £ */ 

return 0; 

} 

ot7>yjH, **l£Bi#fbU -tUT-t^T 1 * h+M K • t 1 — ^E>3 1 2 

K ■ t*— 2 2&mm£?Z> (fin*.. rtfta)*^— r-r >y • yXfA^b 

2lcj||y, ^>-9->r K ■ -x— ^e>3 2 2(i-£*U7>/*X r 7 — K^-e-OSfrLl^'r A 
^$>^to-C7>^H. -eH^Bg^bL. ^L-CW^b-T-S^Tc^lc-etL 
£7^ h+M K ■ 

— ^E>3 1 2lcM"f ) o 

> 3 2 2^(c»]orLNi)8X : ¥ : /^ , 7— K. AX* ^^ICkor^^^A 
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«<>-9--f K ■ ^2/3 2 MM K ■ 7 s — ^> 3 1 2 j^ffiSfcffiSE 

Lfcft, ii:^7-f7> hi: LTftffl Lfc'T >+M K • v r -^E>3 2 2 
— /^fSffl^MLV 4 5 2(CfclNT. 7^ ht-f K ■ f-^^S 1 2AU 5 3 t 

-y— .ex • xh'j^iftt*©^, mm k ■ T r -^E>3 1 2(*m 
r. h-tM k ■ ?—=e>3 1 21*. -<>im k ■ 2 2\zmr^>m 

W<7 =7 *r t > h (It^fi^^^oFBi-eiH^ti-s) s^sg i_^7-f7> h ■ ;u 

— 7^>4 1 6lC|H-f 2 00|Sflj^M : 5o 

tcfcl^o 4 1 OlzfclNT, http^ 7 'f7>h - TZTV'r— va > ■ 

3-— if ■ — 7i- X^oTl^H^UDvX^AIZfcMt&^CDT-f =i > 

http://external_server/cgi-bin/example.pl?stockl+sto 
ck2 

-5-<D h t t p ^7^7> h ■ tf ■ -flSlc. R|n& h . 

* Ui^y h ■ K#-5§-) ^J--+P(z#te-5 0 zl— >ffi. 'J^xx h^Hfctl— 

ffl^tlfc/W/* ■ t^X h ■ -7— OTv^mm (HTML) ~J H — A(D3M ~J\Z. 
ttc#f^o 2-D<D$s(Zf<D— flSW^CHTML^^-— TGETJ $ 
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s t o c k 1 ) , *fc3C2 (s t o c k 2) % Rlf^(DHM<0o.—*f7<tit<Tsi<0 

. . ./cgi-bin/example.pl?stockl+stock2+chargecardnumbe 
r+expdate 

LTiM^C^IiiMTMifclV «ot, lg^M#5HTML(D TPUTJ 

■ T^'J^r- va>li. 4 1 OICfcl^T. h t t p L-C^SP+I— 3 1 0 |C 

4 6 0tlt f-^^a 1 4A<, — mz$at>1h. J £LXmA£HT^2>HT T P 
t§liE&;£ IBS©/**? — K£«HSM#u N ix^U^h - 37> Kt? 

4,oTlfc#flsU *(D$£m : &. t—=e>3 1 4[-^i±^-^ h t t p/U 1 ?- K • 
7T<Ol>lztelfZ/t* r 7— K ■ x> h'J<!:tbirr<5>) ic^orii^cD/^X^— K 
£f£!iE-r<So »f i dM/U7- K7b^^j-efei>ii^s 4 6 1 fzfcl^T. 
— ^E>3 1 4(i TPUTJ Z>*— A£t£f$L. h'J— A£eM)WI=IEl«# 

IbU jSIE&un I xzta-b*mm$i$f£i-Z>o t— =e>3 1 4[i % path, 

USERNAME, LOGNAME, A U T H T Y P E ^|ft^#t;^2t6*J^j: 
UN I X^P-tzXH^^^-T-Sf-^CD-iftlCftl^HfcJi^^h t t pmf&7 7 

<< ;u (gj^^ttr^i^) £#t,\ h t t P s v c 4 

7 0(i 4 7 1 icfc^TC(Z>:?p-fe;*l!^£i5fEfiJc-t<l>o -a., ^p-b 

XS^^^^nt <!:. ^r— ^E>3 141*. example.pl 462 

(c g i-f>4i 5(c^iiLWfti£&£fci^) ^nfTLrffS^^^T— 

> h (#"J*.f£s s t o c k 1 &0ls t o c k 2) j&Zfffl 1 . pi 4 6 2 
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example.pl 4 6 2 c g i -tf>4 1 5 {Z^i? & t fatt & t . 
example.pl 4 6 2liWf-$K-X3 3 0 (KS 3 H#gS) ^Eftd 

<T r 7^-— ;U3 O Ojb<#£L. example.pl 4 6 2 ^ftSfl^r— £ ^— X 
3 3 O <htt^|C=l 5 zl - >r— h L&l^ J: 5 Icf example.pl 4 

6 2li|||&<D h^>^ va > ■ ^P^A^Ii&l^o t?L5. HB&IC h^>+P 
<7isB > ■ ^P^f^Afi. ^T'TT'O^-— ;U3 O OCDP^ffiiJICfci) e x a m p I e 
.pi 4 8 0<t LTc g i -t*>4 2 6|Z^S-r-g> 0 <j£oT, c g i -tf>4 1 
5li. cgi-t*>4 2 6fZ^Si-r-g,||^(D h7>^V3 > ■ ^P^A^H 

. example.pl 462) £^tr 0 5jI]CD7jjS <t: Lt, tl £15 

i _^7-f7> h • ;u— ^>4 i 6 £nftftij-tf=#>i:: n^sijj ;u ■ 

X^'J^H^Itt^f <0)^-t*7^ /\*3 1 O 

SB#. example.pl 462 1*. cgi-f>41 5lZlg%i-f& 

m-<D/i-)[,- x<? 'jzfhiz-tt-rzMLm&jtjiij^t (eh*,. niuftW7T>rju«# 
^n-rnc s i -t° >4 1 5&t/c g i - 1?>4 2 6[z^ii-r-s/^— ;u ■ u 

/i— )V • U^hexamp le.pl 462 It. ^folZxtiofotzir — 1/ 
3 1 4fr£^n-feX^it^<D-f'<T(Z)T— > h£IESL (0»J;UdU SG I 
ARG1=stock1 ;SGIARG2 = stock2) . ^^KD^m (-£0) 
^ftrl-^oT^ftTOTt/tb^tl&o ^(7>i§^ e x amp I e. p I ) £:?P-tz 
X^itlZfHSL SGICMD=e xamp I e.p I) % UNIX 
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" PATH=/bin : /usr/bin\nAUTHTYPE=PEM\nUSERNAME=JohnDoe\nS 
GIARGl=stockl\nSGIARG2=stock2\=nSGICMD=example.pr ). 



4 6 3(Cfct>T. /<— ;U • ij^hexamp I e. p I 462 li. 
^SM-^U-^-r >y ■ i/XTA£iWffiLT^(7>Ji££;h,f=Sl2/1^- h (7 s - 
^E>3 1 2<D=l 5 J. 

— ^— V3 > ■ tK— h + 1 ) £ttsS£l*\ SGI_^77'T7>h-^-f>4 1 
6£HfrU U^XX h**lfc"9— If X©4»-f^ httpsvc). 

<7> «f i d £3i5o X. example.pl 462 (i. ftS<7)H^fKj&: A73 

— ^>4 1 eiClUgft&ATD*!: LTiM&o -£<D&. example.pl 462 
I*. 4 6 9fZ&l*T« S G I _^^^TT> h • ^>4 1 6^f>§l7-|xo/--r 

SG I _^77^7> h • ;U— ^>4 1 6*<4 6 3 fCfcLNT-e+LlZiH P>*Lfc1f $S 
ZtiimLXn?T-?Z>&f. SG I _<7^-(T> h ■ ^>4 1 6liT^ K 
■ 7—=E>3 1 2^0>BBE**Lf=ttia$fl|lt-r^ o ^tlZfiotztblZ^ 4 17C 
fcLNT. SGI_^7-f7> h ■ ->U-^>4 1 6(i. /<3 1 O IC^iTT 

K£tt**3&y, 4 3 2(C*5LNTm2 V^-v hflMftfr&ttK LTl^T't; h 
1M K • 7 J -^E>3 1 2^©«tt*. «S**Lfc»27K-hl=*5^-Ca3t-r*. 
4 3 3lCfclvc % 7"t> KIM K • ^-^E>3 1 2 l*-t*lSA©=l tf— £ftJ*U 
^tiZmftTZ (09*. I*, UN I x^Q-tzx ■ >7) „ m.zfu-t*\*=f-zfn 

: E>3 2 2^b©Si|(Dri-JI/^0 0 

4 3 4IZ2SIN-C, ^3?P -tzXliS G I_^7-T7> h ■ )l—T>4 1 6 £I£tiE 
**L£fr5fctf>l=* 7^h^h'-f-t>3i 2t$fc % *Sp-9— /<3 
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1 OlC^ii-r&llffl^^ T> h ■ /U9- K • (H]7F£*LTfc:^) 
£8:£:?V*X'? — K£tt**.Bt£„ TO h-y-l' K ■ 7 s — ^> 3 1 2f4. Sl£(7)$-1' 

L, 4 3 2ICfcl^T J ££>S>f AX*>:?£SG I _*^-f T> h ■ ;U— ^>4 1 

6iciMy. -e-tLizjCSLrBBEx h'J>^$l#Oo sg i ^7^7> h • ;u-^ 

>4 1 6(4^0)*^ AX (f&y. TO h+M K ■ 1 2l=<fc 

mfoUU N I XH&#a-7> K^toTBg-^bU L^SSfc. 4 3 4fCfcLvC* * 
(DtSS^CfcBlEX h'J>?"£TO h"9--f K • t j - ; E>3 1 2lzj|t& 0 TO 
«f K ■ -r— ^E>3 1 2(4. I^SlC-ttKD/^xr? — K^-fAX^>^Tftot7 
>^;UL. *-*l£Bt-^bL. -?-*l£SG I_?^-f 7> h ■ JU— ^>4 1 6IZ.J: 
oT{£$a£*ifcigfiEx h 'J >^<!:tt$£-f -t-^L&OBBEX h 'J > W-grT* 
S G I ^7 7^f 7> h ■ JV — >4 1 6 (4BliE £ tt'S <> 

41 9izfciNT. mitimvjT&m^. s g i _o=j<<7 
> h ■ ;u-^>4 1 6ii. 'J^xx h^nfc^— t^<o^^^7^ h-b-^r K • 

=?— ^E>3 1 2[Cii£& 0 Z(D0iJ-e(i. SG I_^7-<7>h -;i/-f >4 1 6li 
„ -£0>;L/— ^>4 1 6#H P P Tf- ^E>3 1 4lCj:oTFB^e<J[CP¥i;tiJ^tl-i> 
<D"C\ l^Ot H T T P-tf- — t£X£ U ^ XX h"3~<i> 0 4#SU<^>^ ^ — )\s • X£ 'J h ( 
fiP^, examp I e. pi 4 6 2) It 'J^XX h^f:1^-t*^ Tht 
t p s v c J tfc^Zt^itT- *ci-* > h^fflLTSG I _^ 7 ^7> K 
■ 7^>4 1 6^flfri3HfrL^ 0 -75, TO hiM K • T 1 — ^E>3 2 214. 4 
3 5IZ&l^T. >-b--< K ■ =f— ^E>3 221: Tht tpsvcj +>— tfX ■ V 
<7XX h£iH<g> 0 

4 5 2lZfcl\T, >-9->r K • =f— ^E>3 2 214, 7-5 K ■ f-=E>3 

1 2*m=>(D-9— ■ U^XX h^lflXbft&CD^Oo 4 5 3l:fcl^, 
>"9-*f K ■ 7^— ^E>3 2 2(4. TO h-TM K ■ =f— ^E>3 1 2 j&\ £ <7)-tJ— t=X • 

g^xx h^^itsiy, ^tiggorn^ *-vzttf&L. ztizmnrz m 
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UN I x:?n-fex ■ z?*—0) o mzfn-tzxit=Fzfniz7.\z*y hD—V 

f-#>lc4 5 0lcM3o 4 5 4lcfcl^T* ^D-teXI*. y^E'Jlcfclt&^f— 

t*X (#J*J£. h t t p s v c) (D'J^hMf 

*Ig|iZ<Z>J-— WTO h+M K ■ 7 s — ^E>3 1 2 £^LT-< K • — ^ > 

3 2 2^a)7^tX$ifciL-Ct, -€-<7)3.— tf(3\ *f2tJ-9— ex<D'JX hlc^ 
Bt -5 -9— ex ic RBS £ & T? fe 5 o 

-9— t*X- 'J^IX h^^T'fc'Sii^. 4 5 5l~fcl^T. -< >-9"^ K • 7 s — 
^E>3 2 2li. U N I XHfr=i^> K£P?tftiJ L (III*). -t*LS#*«fLl^-9— 

, httpsvc470 [Z^y h"7 — ■ Vtry h -5 0 h t t p s v 

c470lt TO KIM K ■ "T— ^E>3 1 2G>«m-C&£ 1 OCDttJnWSMMMS 
$-€-<D^P-trX^^[Cjjn^.^ 0 SGIlt f©SG lA<h t t pt 1 — ^E>3 1 4 
example.pl 48 0 £|Ht L7c CI <!: ffl)e x amp I e. 

filial LT» TO h-y-'T K ■ 7 s — ^E>3 1 2, K • t 1 — ^E>3 2 2. 

SGI-^7'f7>h' ;U— t^>4 1 6. RXSh t tpsvc470lt ^tl? 

£-e&T/<V*r><f%.lf h \y— X • T— > h£*|-t<§>o lll-> h U— X • 
7— 4f > h7b*S GI-'i7 : 7-rT>h - ;U— 7^>4 1 6 [C<fc o T-tZ V h£*l£ 

TO h-T-^T K ■ 7 s — ^E>3 1 2. -< >-9->T K ■ f- : E>3 2 2. &tfh t t 
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■y— tfX ■ ^P^7A3 2 4lZ&Z> 0 4 7 1 IZfcl^T. "9— t?X • ^P^7^3 

2 4^-?-+l^gffffiJ-5 0 ^-ftlZJ^LT, t-t*X-^P^ 7 A324lt 

example.pl 46 2 fZfcl^T^^ftfr* U yt;i/ ■ 3?P-trXH^£S 
fEj5Tt<§>o -9— tfX ■ ^P^A3 2 4lt cgi-t">4 2 6 IZfcl^-C^'J/* 
pJ^SG I CMD=e x amp I e. pi £Pf tftij-f fctfXDjUEfc: ~?U ?=? A 
L„ example, pi 4 8 0 <h =l 5 zl — ^j— V-'t &tztib(D^ 5a- 
V3>-f^;i/ (0IJ*.f*\ /W^) £ffr*U 4 7 2ICfcLNT. exam 
ple.pl 48 0&Wtflii-?o 4 3 7lCfcl^T. 7^7 hIM K ■ =E>3 1 
2liIifi*l^A^]^XhU-A (0"J*.tf* f+^h) £-9— ex ■ ^P^A 

3 2 4|C3H-i> 0 4 7 3l=*5lvC* -9— ex ■ ^O^A3 2 4lt ^(Df^rX h 
^example, pi 4 8 O a>#U*ft&: A^ld^-So 

-<7>B#^-e, -y— ex ■ ^p^A3 2 4i*4 7 1 izfcix-c:*- m v7-;u ■ zfn 

•feX^^S^fiJcLfc (**0f4. 46 2 

(Cfcl^TfE/S^ftf;:) <DT:\ ex amp I e.p I 4 8 01*. -t*lJ&<S G I "CI* 
§<htt pf- ^E>3 1 4|:J;ot 4 7 2 T:Hfr£;h,<5 4,<D tH.^?" (ffifi 
^Mf3 N ^-tll*> SGI^httpsvc47 

Stot, SG I li. H3§:<Z>h t t pf- ^E>3 1 4. Stfe x amp I e.p I 

4 8 OlC^ii-r&HI&fl) h7>^va > ■ ^P^ACDMTjICt oT^BJ-Cfc 
-So t^-aT. h t t p-r— ^E>3 14texample.pl 48 0 Iz^lif -5 

-$-<<X<Dffi$&1)<* example.pl 481 ICfcl^T 7 s — £ ^— X 3 

>*^7LtLf 7t (**u&<fifcS&L-Ct,, lUM*JT!cajL$:< tt) „ 48 1IC 
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xample.pl 4 80lifO) h ^ >+f<7 3 >^<=>0>ai7j£gtf\ ^tl^ 
■9— t*X • ^P^7A3 24fl)/U^4 7 4lZiS|£ 0 4 7 4|Cfc^T, -y— t*X 
• ^Py^A3 2 4ltlh*}$:70 KIM K • x— ^E>3 1 2|CiSt£„ 4 3 8(Cfc 
l^T. TO h-tM K ■ ^— 1 2ttai±I^SG I _0^<<Tls h ■ JU— ^> 
4 16ICiH& 0 4 6 4|z2SI,nT % S G I ^ -T 7 > h • JU— ^ > 4 1 6 litfc 2) 
;U ■ X£ 'J^hexample.pl 46 2[Cji|& 0 

4 6 5lZfcl>T, example.pl 46 2 (*tiJ7J — > 3 1 4|C5£& 0 
4 6 6lCfcl^T. 7 1 — ^>3 1 4 £JB$fz26<& 0 

K ■ "7 s — ^E>3 1 2IZiHf>tL. 4 5 4lCfclt-5^|iESt^4 8 1 
fcl:7^ K • "r— ^>3 1 2fr£«r >-*-f K ■ f-t>32 2[zj£f>;|v 

i^l:. -ea)ai±il*4 6 6lcfcLNT^§lzM^^-5o I^'J^xXhMf^ 

h(*. f^T. S G I a>5£3>#frmp(7)TI^ LfrU ^§13<!: oT^±lc5gBJlc 
s 77'f7')t- ;U3 O O^jlLTrtgP h^>if<7^>3 >MS!3fiJffi$tl^o -T 
>1M K ■ =r— 3 2 21*4 5 1 iZfcHTKEE^fTlV 4 8 1 (Cfct^T-flTtjl 
^MlczL-+f|£|I£fr5(Z)T% ttffl-fr— /\*3 1 OCDSIS^Ii^lc/jN^^rtSIHz 

zo)ftj£<Dnmm&&mTr&t. &a*o)h 1 1 p-u— be#(d c g i -e 

>■ =i^?> Klz^-r-5>^-r^^^jE-etorX(*^:<^jE^LrSG I £§Ufc-r 

&ZLttfT*£Z>o SG I (i^±lcR8K*;K, ««l«h t t p "9— 

Ic-9-tK- Kt^)tfe59c SS(Dh t t p^-/^fc^-r-5*?-r^^^jET^or 

h^ — <7[Z«i:orftJfflpr^^ h7>+f^V3> (example, p I (D 
&0+6.-Ju?=?K) l* % tfr^tlc g i - t*>4 1 5Mc g i - bf>4 2 6IC 
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.SGI _^7^7> h ■ ;U— ^>4 1 h"tM K ■ t 1 — ^E>3 1 2 £ 
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